GuideDK Webservice usage
Version 1.16 as of 2007-08-08 by: Torleik Ravn / Tom Hvitved
The GuideDenmark XML webservice allows retrieval and delivery of XML-formatted data (further documentation of the XML file format, is located in a separate document, “GuideDK XML Specification.doc”). The webservice communication is done through one of three endpoints that each exposes a handful of methods.

There are two modes of operation through these services: Immediate result generation and batch oriented result generation.

The Immediate result generation allows for immediate retrieval and delivery of products from the GuideDenmark products database, and having this result returned as an XML file. This mode is convenient for extracting a single product or a small number of products. There is an artificially imposed limit to the number of products that can be returned in a single request through the immediate mode, set currently to 150 products. 

The Batch oriented generation mode allows for requests of larger sets of products, currently up to 2500 pr. request, and for setting up a schedule for the repeated generation of the results. Requests sent through the batch mode service are run nightly – currently set to be executed 7:00 am – and are, after the initial run, available for retrieval through a special method in the service. The request can be scheduled to automatic re-generation on specified intervals in days, and special methods in the service allows the requestor to monitor the status of, and edit the requests thus scheduled. 
The returned XML document

The return is a string representation of an xml document containing the result. The XML document is UTF-8 encoded, and delivered with encoding specification but without Byte Order Mark. It contains a link to the validating schema that can be used for validating the document.
Currently, the schema file contains the correct XML schema version that is thus included in the XML files is located at this URI: 

http://www.visitdenmark.com/CmsBasis/Services/GDK_XML_schema.xsd
As changes are made to the XML format, new schema files will be available.

Accessing the webservice.

URL

The url to the webservice-endpoint for immediate services is:

http://www.visitdenmark.com/CmsBasis/Services/GdkProducts.asmx
The url to the webservice-endpoint for batch oriented services is:

http://www.visitdenmark.com/CmsBasis/Services/GdkProductsAdmin.asmx
The url to the webservice-endpoint for batch oriented retrieval-only services is:

http://www.visitdenmark.com/CmsBasis/Services/GdkProductRequest.asmx
Here is an overview of the methods

	Service
	Method
	Usage
	Access

	GdkProducts
	SendXml
	Update products by sending an XML with updates
	Users with rights to edit products

	
	RetrieveXmlById
	Get a single product by specifying ID or UUID
	Users with rights to edit own requests

	
	RetrieveXmlForEdit
	Retrieve a series of products – usually owned by the requesting user -for edit and resubmission.
	Users with rights to edit own requests. This request has a limit to the number of products that can be returned.

	
	RetrieveXml
	Retrieve a series of products for display/inspection, allowing for date-based limitation, thus extracting fewer products and therefore providing for faster retrieval.
	Users with rights to edit own requests

	
	RetrieveXmlForEditById
	Get a single product by specifying UUID or ID, for edit and resubmission. 
	Only own products can be requested unless user has special rights.

	GdkProductsAdmin
	SetBatchSchedule
	Update a batch request owned by any user, with new parameters and filters
	Users with rights to edit other users requests

	
	SetBatchScheduleObj
	Update a batch request owned by any user, with new parameters and filters, using a complex object
	Users with rights to edit other users requests

	
	GetBatchScheduleList
	Retrieve the scheduled batch requests owned by any user
	Users with rights to edit other users requests

	
	GetBatchScheduleListObj
	Retrieve the scheduled batch requests owned by any user, as complex objects, 
	Users with rights to edit other users requests

	
	GetBatchResult
	Retrieve the result XML file for a single batch request, owned by any user
	Users with rights to edit other users requests

	
	DeleteBatchJob
	Delete a batchjob. This deletes both the batchjob definition and result
	Users with rights to edit other users requests

	GdkProductRequest
	GetBatchResult
	Retrieve the result XML file for a single batch request
	Users with normal WS user rights 

	
	GetBatchScheduleList
	Retrieve the scheduled batch requests for user
	Users with normal WS user rights

	
	GetBatchScheduleListObj
	Retrieve the scheduled batch requests for user, as complex objects
	Users with normal WS user rights


Username and password

The methods all require the caller to be authenticated against the GuideDenmark user profiles. To access the methods, valid username and password must therefore be provided.  The username and password to be used are the same as used for login to the administration area of the GuideDenmark website, and is provided for the users by the GuideDenmark administrators. 
Security

Since it is not a prerequisite that the connection itself is protected with SSL or similar, the password itself is expected to be encrypted. It is the task of the subscribing system (the user) to properly encrypt the password for this purpose. Instructions for implementing this encryption are found later in this document. 

Encryption of the password protects from misuse of the password in plaintext, it does not protect from misuse in encrypted form. Since the webservice encryption uses a unique pass-phrase for the encryption, the encrypted password can only be used in retrieving data from GuideDenmark though the exposed webservice, and only insofar as the webservice access is not restricted by other means.

Methods and Parameters

All methods require input of username and password to invoke the methods. There are presently 9 methods that take different additional required and optional parameters.  5 of these methods deal with batch running of queries, while the other 4 methods are immediate requests, resulting in immediate return of data, or update results.

Immediate mode

RetrieveXml

Use this method to retrieve data for display in other systems. It delivers data in all 3 languages, and with enough information to allow the data to be used. In order to properly interpret all data, a product-structure schema will probably also be required. Such schema is not included in the xml file. Optionally, a section with enumerations, facility-captions, findcities and findareas can be requested as part of the xml-file. Product-images (Base64 encoded) - are also optionally included. 
The system limits the output to a specified maximum of products in the same request. 

It is controlled by the configuration parameter “MaxNbrOfProductsReturned”, specified in the web.config file on the webserver.  The default max is 150. 
Parameters

User
String. The username of the organisation, to be used for requesting products. Only products this user has access to, can be retrieved.
Password
String (Base64 encoded). The accompanying password, encrypted and encoded.
Organisations
Commas-separated list of integers. Owner-organisation-filter: Select only products owned by any one of these  organisations. It is the internal id number that is used here.
Product-areas
Comma-separated list of names. A product-area filter. Select only products belonging to this area, or these areas. 
Product-definitions
Comma-separated list of names. A product-type filter. Select only products of any of these definitions.
Find-areas
Comma-separated list of regions (Note: the comma-separation should be without spaces, i.e. “Nordjylland,Vestjylland” and not “Nordjylland, Vestjylland”). A find-area filter. Select only products belonging to any of these regions. This is implemented by adding all the cities beloning to the selected areas, to the Find-cities filtyer below. 

Find-cities
Comma-separated list of city-names (again without spaces). A find-city filter. Select only products belonging to any of these cities. Notice, that these cities are combined with the cities included in the Find-areas selected above, and all cities thus selected are OR’ed together. (So “Østjylland” and “Roskilde” selects all products EITHER belonging in any city in Østjylland, OR belonging to Roskilde.)

DaysSinceLastEdit 
String, that is either a number or blank. If a number is specified, only products approved between “now” and the specified days back in time are selected. So if it is set to 14, only the last two weeks changes are selected. The number can be anything from 0 (todays changes only) to 365 (products changed within a year). Set to -1 or blank to suppress this filter all together.
IncludeMetadata
“true” or “false”. If “true”, a metadata section is included in the XML file, containing all findcities, findareas and enumerations.

IncludeImages
“true” or “false”. If “true”, the images of each product are streamed out into the xml, Base64 encoded. If “false”, the guid of the images are used.
IncludeCaptions
“true” or “false”. If “true”, the facility captions in each of the available languages for each facility in each included product are added to a “facilitycaptions” section of the xml documents metadata. If “false”, no captions are added

Metadata included
If metadata is requested, 6 sections of metadata elements are added to a “metadata” section placed as the last child of the root-element in the xml document.

These sections are: “enumerations”, “findcities”, “findareas”, “productdefinitions”, “productareas” and  “facilitycaptions”. 

As pr. The version implemented with this version of the specification document, all enumerations, cities and areas available in the entire system are output in the metadata section, but the facility captions are limited by the actual product selection. Thus, only those facility definitions actually present in the content section of the XML document, are output in the metadata section. Also notice, that outputting facility captions is optional.
RetrieveXmlById

Use this method to retrieve a single product for display in other systems. It delivers data in all 3 languages, and with enough information to allow the data to be used. In order to properly interpret all data, a product-structure schema will probably also be required. Such schema is not included in the xml file. Optionally, a section with enumerations, facility-captions, findcities and findareas can be requested as part of the xml-file. Product-images (Base64 encoded) - are also optionally included. 

This method will only retrieve a single product – specified by Id. 
Parameters

User
String. The username of the organisation, to be used for requesting products. Only products this user has access to, can be retrieved.

Password
String (Base64 encoded). The accompanying password, encrypted and encoded.

ProductId
Integer or blank. The id-number of the product to retrieve. If the id doesn’t match an accessible product, and no valid UUID is provided either, there will be returned a document with an empty content element. It will not be an error.

UUID
String. The UUID of the product to retrieve. If the ProductId is missing, the UUID will be used for the search. If neither matches a product, there will be returned a document with an empty content element. It will not be an error.

IncludeMetadata
“true” or “false”. If “true”, a metadata section is included in the XML file, containing all findcities, findareas and enumerations.

IncludeImages
“true” or “false”. If “true”, the images of each product are streamed out into the xml, Base64 encoded. If “false”, the guid of the images are used.

IncludeCaptions
“true” or “false”. If “true”, the facility captions in each of the available languages for each facility in each included product are added to a “facilitycaptions” section of the xml documents metadata. If “false”, no captions are added

Metadata are the same as for method “RetrieveXml” described above. 
RetrieveXmlForEdit and RetrieveXmlForEditById
Use this method to retrieve XML files for edit and updates. It includes an authentication section needed for the successful return of the edited file to GuideDK. 

Parameters

User
String. The username of the organisation, to be used for requesting products. Only products this user has access to, can be retrieved.
Password
String (Base64 encoded). The accompanying password, encrypted and encoded.

ProductId
Integer or blank. The id-number of the product to retrieve. If the UUID doesn’t match an accessible product, and no valid ID is provided either, there will be returned a document with an empty content element. It will not be an error. This parameter is only available for method “RetrieveXmlForEditById”. Leave blank for no filter.
UUID
String. The UUID of the product to retrieve. The UUID will be used for the search. If the UUID does not  match a product and the ID does not match a product, there will be returned a document with an empty content element. It will not be an error.  This parameter is only available for method “RetrieveXmlForEditById”. Leave blank for no filter.
Notice, that the RetrieveXmlForEdit method is limited in the number of records that can be returned. Use the method RetrieveXmlForEditById to extract products that needs to be edited, if this limit prevents the use of RetrieveXmlForEdit. 
SendXml

Use this method to upload data to GuideDK in order to perform updates to the online data.

Updated data must be delivered in the specified XML file format (following the same XML schema as for the delivered XML files; currently “GDK_XML_schema_15.xsd”). One further demand of the XML file when sent to SendXml Webservice method, is that the section “authentication” is present according to the schema. This section is thus not optional for updates. The “authentication” section is present in XML files requested using the methods “RetrieveXmlForEdit” and “RetrieveXmlForEditById”.  

In each product, the product element attribute “requeststatus” can be used to indicate the desired action that the GuideDK system should perform with the passed product. The following actions are currently supported, where the letter is the action-code to be placed as the attribute-value:

 
N = New product. Create new product in GDK. Publish it.

D = Delete existing product. (Mark it as deleted and hide it) 

 
O = Update a product and set it online by publishing it.
Parameters

User
String. The username of the organisation, to be used for updating products. Only products this user has edit or create access to, can be sent.
Password
String (Base64 encoded). The accompanying password, encrypted and encoded.

Xml-Document
String. The entire document for GuideDK to process. (The format of the Xml-document is pecified elsewhere. Make sure the document includes the authentication section.)
Restrictions in the update

Products for update are restricted to products that the user has edit access to. Further, the user must have edit access to each facility that is to be changed. Facilities to which the user does not have edit access to, are ignored in the update process. In order to create new products by specifying “N” as the requeststatus of the product, the user must have edit access to all facilities on the product type.

Each product, and each facility belonging to these, are subject to validation using the same rules as applied by the “Publish” rules of the website. This means, that all localized versions of required text fields must be present and so forth. 
Images

The value tags of Image facilities are “binary”, and contains as an attribute, the alt-text of the image.
To upload a new image

Set the value of the image <binary> tag to the Base64 encoded image. Then set the type to "binary.base64" and set the “alttext” attribute to the appropriate alt text. It is not necessary to set the size or mimetype, since both these attributes are extracted by the serverside image handling mechanism, though the size should be set to an integer greater than 0! Any existing image will be overwritten (if the image uploaded is in fact different from the original image).
Example:

<value>
 <binary type="binary.base64" size="1" mimetype="image/jpeg" alttext="This is the alternative text used for images…">DATA</binary>
</value>

To clear the image

If the image <binary> tag of the image (the base64 conversion of the actual image binary file) is left blank, and the size attribute is at the same time set to “0” the image will effectively be cleared from the product. 

Example:

<value>
 <binary type="binary.base64" size="0" mimetype="image/jpeg" alttext="This is the alternative text used for images…"></binary>
</value>
To leave the image unchanged without sending it

It is possible to not pass the full base64 value of images along in the XML file, if no changes should be made to the image. Simply leave the value of the image <binary> tag empty, but set the size attribute to a number > 0 (either the files actual size or simply “1”, to have the system skip updating the image at all. The old image will be left attached to the facility (but the alt-text will be updated).  This option is the fastest way to upload products when no changes to the images are required. 

Example:

<value>
 <binary type="binary.base64" size="1" mimetype="image/jpeg" alttext="This is the alternative text used for images…"></binary>
</value>
Batch mode

SetBatchSchedule  and  SetBatchScheduleObj
Use either of these two methods to set a scheduled task of retrieving data for display in other systems. It delivers data in all 3 languages, and with enough information to allow the data to be used. 

The format of the data delivered is identical to the response of the immediate method “RetrieveXml” (if “ResultType” is set accordingly, cf. below) described earlier in this document, and most of the parameters are the same, and have the same effect. 

As opposed to the “RetrieveXml”, the system limits the output of this request to 2500 products instead of the 150 for “RetrieveXml”.
Parameters for SetBatchSchedule  
User
String. The username of the organisation, to be used for requesting products. Only products this user has access to, can be retrieved.

Password
String (Base64 encoded). The accompanying password, encrypted and encoded.

ForUser
String. The username of an organization to impersonate, or empty to use “User”.

ForIntOrgId
Integer or blank. Internal id of organization to impersonate. Or blank to use “User” organization.

Organisations
Commas-separated list of integers. Owner-organisation-filter: Select only products owned by any one of these  organisations. It is the internal id number that is used here.

Product-areas
Comma-separated list of names. A product-area filter. Select only products belonging to this area, or these areas. 

Product-definitions
Comma-separated list of names. A product-type filter. Select only products of any of these definitions.

Find-areas
Comma-separated list of regions. A find-area filter. Select only products belonging to any of these regions. This is implemented by adding all the cities beloning to the selected areas, to the Find-cities filtyer below. 

Find-cities
Comma-separated list of city-names. A find-city filter. Select only products belonging to any of these cities. Notice, that these cities are combined with the cities included in the Find-areas selected above, and all cities thus selected are OR’ed together. (So “Østjylland” and “Roskilde” selects all products EITHER beloning in any city in Østjylland, OR beloning to Roskilde.)

DaysSinceLastEdit 
String, that is either a number or blank. If a number is specified, only products approved between “now” and the specified days back in time are selected. So if it is set to 14, only the last two weeks changes are selected. The number can be anything from 0 (todays changes only) to 365 (products changed within a year). Set to -1 or blank to suppress this filter all together. 

IncludeMetadata
“true” or “false”. If “true”, a metadata section is included in the XML file, containing all findcities, findareas and enumerations.

IncludeImages
“true” or “false”. If “true”, the images of each product are streamed out into the xml, Base64 encoded. If “false”, the guid of the images are used.

IncludeCaptions
“true” or “false”. If “true”, the facility captions in each of the available languages for each facility in each included product are added to a “facilitycaptions” section of the xml documents metadata. If “false”, no captions are added.
BatchName
String. The unique name of the batch. It is also the name of the file to retrieve after the batch is executed. The entered name is mandatory, and must be a valid filename, using only English letters, numbers and underscore characters. It is used to identify the batch-job along with the requesting organisation and user. Any repeated use of the same name OVERRIDES the previous record.
ExecutionInterval
An integer to indicate with how many days this batch job is to be run. Any integer between 1 (every night) and 30 (once a month) is considered valid. Any number below 1 clears the batch (so to avoid having this batch, run at fixed intervals, send a 0. It will be run once, on the first batch-execution after the request, and then not any more.) To send a request that actually immediately cancels any execution of this batch, send a -1 (or any negative number). These figures are described more systematically below.

ResultType
An integer indicating the type of result returned. Use 1 for XML (output identical to “RetrieveXML”), 2 for CSV and 3 for CSV (where only a subset of information is included). The CSV format will not be described, as it is generally only used internally in VisitDenmark, and thus no guarantee is given about the output (CSV includes no more information than XML!).
Parameters for SetBatchScheduleObj  
User
String. The username of the organisation, to be used for requesting products. Only products this user has access to, can be retrieved.

Password
String (Base64 encoded). The accompanying password, encrypted and encoded.
Batchrequest
An object defining the batch request. This is the same object, that is returned using GetBatchScheduleObj described below.
The Batchrequest object is to be passed to the web service method serialized as follows:

      <batchrequest>

        <BatchId>int</BatchId>

        <OwnerOrganisationId>int</OwnerOrganisationId>
        <UserName>string</UserName>

        <BatchName>string</BatchName>

        <CreatedDate>dateTime</CreatedDate>

        <LastModifiedDate>dateTime</LastModifiedDate>

        <ExecutionInterval>int</ExecutionInterval>

        <ResultType>int</ResultType>

        <Priority>int</Priority>

        <NextExecutionDate>dateTime</NextExecutionDate>

        <ProductAreas>string</ProductAreas>

        <ProductDefinitions>string</ProductDefinitions>

        <Organisations>string</Organisations>

        <FindAreas>string</FindAreas>

        <FindCities>string</FindCities>

        <DaysSinceLastEdit>string</DaysSinceLastEdit>

        <IncludeMetadata>boolean</IncludeMetadata>

        <IncludeImages>boolean</IncludeImages>

        <IncludeCaptions>boolean</IncludeCaptions>

        <LastChangeDate>dateTime</LastChangeDate>

        <LastChangeStatusCode>int</LastChangeStatusCode>

        <LastChangeText>string</LastChangeText>
      </batchrequest>
The webservice consumer system should replace the elements marked with bold and blue data types, with the desired parameters. The other elements are part of the request object, but are not to be specified in the request, since they are auto-generated by the system. Those fields should simply be filled with valid default values, or left as they are if the proxy objects generated using method “GetBatchRequestListObj” are used.
As can be observed, it is the exact same parameters that are used in the SetBatchSchedule  method described above. Please refer to the parameterlist for that method for further information of the content of the relevant batchrequest object fields.
It is recommended, if possible, to let VisualStudio autogenerate the batchrequest proxy-object automatically, to make sure the fields are serialized properly.

Metadata included

If metadata is requested, 6 sections of metadata elements are added to a “metadata” section placed as the last child of the root-element in the xml document.

These sections are: “enumerations”, “findcities”, “findareas”, “productdefinitions”, “productareas” and  “facilitycaptions”. 

As pr. the version implemented with this version of the specification document, all enumerations, cities, areas, product-areas and product-definitions are available in the entire system are output in the metadata section, but the facility captions are limited by the actual product selection. Thus, only those facility definitions actually present in the content section of the XML document, are output in the metadata section. Also notice, that outputting facility captions is optional.
Batch job setup
Requests entered using the “SetBatchSchedule” and “SetBatchScheduleObj” methods, are stored in the system rather than being executed immediately. They will be evaluated and possibly executed along with other batch requests, when the batch job handler is invoked on the server, probably early every morning. When a batch request is executed, an XML file is created and placed under a specified path and the name of the batch (the unique “BatchName” as specified by the user). If the batch requests was already run on a previous invocation of the batch job handler, the file is overwritten. The file thus always contain the latest version of the data. 

Scheduling mechanism

Every time the batch job handler is invoked, it will evaluate all batch requests in the system. If a special, internal field called NextExecutionDate is unset, or is older than the current date and time, the batch request is executed. If not, the batch request is left for future execution. A specific batch request will be run the on the first invocation of batch job handler, because the NextExecutionDate field is unset. Every time the batch job handler runs a batch request, it sets NextExecutionDate to the current date plus “ExecutionInterval” in days. 
Failure and recovery of the batch job handler

Should the batch job handler for some reason fail to run at some point, it will subsequently execute all batches that have become “old” during its dormant period. No batch jobs are entirely “lost”, but it may mean, that the batch job handler needs to do extra work to catch up, and it obviously also means, that the data in the XML files is older than would otherwise be the case. Always refer to the “generateddatetime” element in the “authentication” section of the XML file, to establish the exact age of the data.
How to order a batch request

In order to set up a batch job, send a request to the webservice, specifying the parameters mentioned above. Be particularly careful with the last two parameters.
BatchName: Use the batch name to uniquely identify the batch. It will also be the name of the XML file generated. It will – along with the organisation name – uniquely identify the batch, and should it need to be changed, simply send a new request using the same BatchName. This will override the current batch. The response from the batch setup will indicate if a batch request was overwritten or it was perceived as a new batch request. A batch name may only contain small English letters, numbers and underscores. Thus “bed_and_breakfast_region_23”, “_40_vandrehjem_vest” and “atr2356” are all valid names. “Pensions” and “hoteller_øst” are not. 

ExecutionInterval: Any batch ordered for the first time is executed with the first batch job handlers invocation. Then it will be scheduled to run again using the specified ExecutionInterval in days as increment. Thus:

To have the batch run 
Set ExecutionInterval to


Every night


1


Every week


7


Every month


30


Only tonight


0


Never



-1


Setting the ExecutionInterval to 0 will internally change it to -1 after the first execution. Setting it to anything below 0, will effectively exclude the batch request from execution. It is simply skipped by the Batch job handler.
Notice: Running these batch requests claims a large amount of system resources. All users are therefore encouraged to set ExecutionInterval to as high a number as reasonably acceptable. Please also notice, that the system may move requests forward to distribute the request load over more nights. Thus a batch request with an interval of say 4 days may once in a while actually be run after only 1, 2 or 3 days. 

Further, users are encouraged to use the “DaysSinceLastEdit” parameter to only request products that has changed within a number of days back, to reduce the size of data extraction. This will, of course, initially require completing a full retrieval.   
GetBatchScheduleList  and  GetBatchScheduleListObj
As a service to users of the batch request function, these service-methods returns all batch requests defined for the organization requesting it. The second version returns the requests as objects, that correspond with the object used in “SetBatchScheduleObj”. 
Parameters

User
String. The username of the organisation, to be used for requesting products. Only products this user has access to, can be retrieved.

Password
String (Base64 encoded). The accompanying password, encrypted and encoded.

ForUser
String. The username of an organization to impersonate, or empty to use “User”.

ForIntOrgId
Integer or blank. Internal id of organization to impersonate. Or blank to use “User” organization. (Only relevant for the Admin version)

batchNamePattern
String or blank. A string that is used as a pattern for a search for batches of the specified name, or first part of name. Leave empty to NOT search by Batch name. If used, it overrules the impersonation organization and user. (Only relevant for the Admin version)

The return from the first method is a simple extract of the batch request table, containing the following fields:

BatchName

The unique name of the batch
UserName

The unique name of the user login owning the request

CreatedDate

The date of the original request
LastModifiedDate
The last time this request record was overwritten
ExecutionInterval
The interval to use, or 0 or -1.
LastExecutedDate
The date of the last execution of the request (or blank)
NextExecutionDate
The planned next execution (or blank)
StatusCode

0 if all went well on the last execution. See errors below.
Product-areas

(As set in the request)
Product-definitions
(As set in the request)
Product-areas

(As set in the request)
Find-areas 

(As set in the request)
Find-cities

(As set in the request)
DaysSinceLastEdit
(As set in the request)
IncludeMetadata
(As set in the request)
IncludeImages

(As set in the request)
IncludeCaptions
(As set in the request)
The return form the second method is an object with the batch-requests, as they were defined in the description for method “SetBatchRequestObj” above.  See the section section below named “Example of returned Batch requests object” for more details. 

GetBatchResult

This is the final method in the batch request suite. It returns the last successfully generated XML file with products. Or none, if no file is available, because it wasn’t generated yet, or an update has invalidated it.

The return is an XML file string following the GdkProduct XML schema.

Parameters

User
String. The username of the organisation, to be used for requesting products. Only products this user has access to, can be retrieved.

Password
String (Base64 encoded). The accompanying password, encrypted and encoded.

BatchName
The unique name of the batch to retrieve the result file for.

The return is a simple extract of the batch request table, containing a single string that represent the XML result file, as described in the XML_interface_spec_106.doc document. If no result was ever successfully generated, the system returns an empty string.
DeleteBatchJob

This method simply deletes a previously defined batchjob. Note: Once the job is deleted, it cannot be restored!
Parameters

User
String. The username of the organisation, to be used for requesting products. Only products this user has access to, can be retrieved.

Password
String (Base64 encoded). The accompanying password, encrypted and encoded.

ForUser
String. The username of an organization to impersonate, or empty to use “User”.

ForIntOrgId
Integer or blank. Internal id of organization to impersonate. Or blank to use “User” organization. (Only relevant for the Admin version)

BatchName
The unique name of the batch to delete.

Return- and error-messages

Below are the error-codes (negative integers) indicating failures in the communication. In the actual error-message returned, there will most often be an indication of where the error occurred.

0:
NoError


Data load Errors


-1:
UnknownError
An unknown error occured - typically an exception in the parsing of data.


-2:
MissingData


Data missing. File or required data in file not present.


-3:
Expired



Data has expired. (the source generated the data for too long a period ago.)


-4:
Incompatible


Versions incompatible. (Request current version from GuideDK administration)

-5:
AuthenticationFailed
Authentication failed. (Perhaps the user doesn’t exist or the password was wrong).

-6:
IllegalDocumentFormat


Document is in wrong format. (Validate the Xml file before sending it.)

-7:
DataMismatch
Data consistency error: Data does not match expected type. See message for specifics.

-8:
CompositeError



Structural error in child composites. See message for specifics.


-9:
NotFound


The data searched for was not found in the database. (An update to existing data failed because the existing data was not present. Make sure the requeststatus is set correctly for creation of new products)

-10:
Dublicate
The data provided for was already found in the database, and could not be added due to keyviolation restrictions. (New products can’t be aded if already present in the online database. Consider using the “Update” action.)


-11:
AuthorizationFailed
Authorisation failed. This occurs if the user attempts to upload - create or override - a product that the user does not have permission to create or override. 


-12:
ToLargeRequestError
The user requested a too large set of products. The filter did not limit the extraction to the maximum number of allowed products. Try setting a new, more restrictive filter. 

-13
InvalidParameter
One or more of the passed parameters was illegal. Fix the error and resubmit the request.

ValueInstance Validation Errors


-21:
RequiredField
The Requireded value missing. (A field is required for a specific product-facility, and its value was not provided. Edit the xml file to add the required field value.)

-22:
InvalidSize
The value was outside the size/range boundaries. (A string was too long, a number was outside its minimum or maximum, or a date was outside its limits)

-23:
InvalidFormat
The value didnt match the RegExp match-criteria. (Some fields have special formats – like a telephonenumber or a zip-code. Make sure the formats are followed.)

-24:
InvalidEnum
The value contained an enum key that does not exist in the database. (Enumerations are integers, but refers to their defined keys, and must match these. The enumeration possibilities and key-values are passed along with the enumeration. Make sure only the valid keys are used in the list of keys)

Batch request errors
-31:
Illegal Batch parameters

The parameters for batch request are illegal or missing. (Correct the errors and try again.)

-32:
Could not create file
XML file could not be created or overwritten. (This error should be reported to VisitDenmark.)

-34:
Unknown result type
The result type specified in the batch request is unknown (currently values 1, 2 and 3 are allowed).

Example of returned Batch requests object 
In this example, 3 batch requests are returned. The XML segment below will – in the SOAP response – be embedded in the object element of the proxy object defined in the consumer application. This object will contain the count field followed by that number of batchrequest objects. 

In the example below, the first request is for “Strande” of “Bornholm”, it was last executed 2006-03-29, with success, but is not scheduled to be run again. The second request is for “shopping” in “Århus”, and it is scheduled to be run every day, returning only products edited within the last 14 days. The third request is for  “Begivenheder” in “Bornholm, and is scheduled to run in intervals of 3 days.
<count>3</count> 

<batchRequests>

<BatchRequest>


<BatchId>2131</BatchId> 



<OwnerOrganisationId>149</OwnerOrganisationId> 



<UserName>GuideDenmarkWSUser</UserName> 



<BatchName>rbatch_1</BatchName> 



<CreatedDate>2006-03-28T14:23:36.6530000+02:00</CreatedDate> 



<LastModifiedDate>2006-03-29T14:03:23.0300000+02:00</LastModifiedDate> 



<ExecutionInterval>-1</ExecutionInterval> 



<ResultType>1</ResultType> 



<Priority>0</Priority> 



<NextExecutionDate>2006-03-29T07:03:23.0230000+02:00</NextExecutionDate> 



<ProductAreas /> 



<ProductDefinitions>Strande</ProductDefinitions> 



<Organisations /> 



<FindAreas>Bornholm</FindAreas> 



<FindCities /> 



<DaysSinceLastEdit /> 



<IncludeMetadata>false</IncludeMetadata> 



<IncludeImages>false</IncludeImages> 



<IncludeCaptions>false</IncludeCaptions> 



<LastChangeDate>2006-03-29T07:06:33.2270000+02:00</LastChangeDate> 



<LastChangeStatusCode>3</LastChangeStatusCode> 



<LastChangeText>Executed, data ready</LastChangeText>

</BatchRequest>

<BatchRequest>


<BatchId>2132</BatchId> 



<OwnerOrganisationId>149</OwnerOrganisationId> 


<UserName>GuideDenmarkWSUser</UserName> 


<BatchName>rbatch_2</BatchName> 



<CreatedDate>2006-03-28T16:10:45.6700000+02:00</CreatedDate> 



<LastModifiedDate>2006-03-28T16:10:45.6700000+02:00</LastModifiedDate> 



<ExecutionInterval>3</ExecutionInterval> 



<ResultType>1</ResultType> 



<Priority>0</Priority> 



<NextExecutionDate>2006-03-30T07:25:59.0000000+02:00</NextExecutionDate> 



<ProductAreas /> 



<ProductDefinitions>Shopping</ProductDefinitions> 



<Organisations /> 



<FindAreas /> 



<FindCities>Århus</FindCities> 


<DaysSinceLastEdit>14</DaysSinceLastEdit>


<IncludeMetadata>false</IncludeMetadata> 



<IncludeImages>false</IncludeImages> 



<IncludeCaptions>false</IncludeCaptions> 



<LastChangeDate>2006-03-29T07:35:43.5370000+02:00</LastChangeDate> 



<LastChangeStatusCode>3</LastChangeStatusCode> 



<LastChangeText>Executed, data ready</LastChangeText>

</BatchRequest>

<BatchRequest>


<BatchId>2133</BatchId> 



<OwnerOrganisationId>149</OwnerOrganisationId> 



<UserName>GuideDenmarkWSUser</UserName> 



<BatchName>rbatch_3</BatchName> 



<CreatedDate>2006-03-28T16:23:35.7130000+02:00</CreatedDate> 



<LastModifiedDate>2006-03-28T16:23:35.7130000+02:00</LastModifiedDate> 



<ExecutionInterval>1</ExecutionInterval> 



<ResultType>1</ResultType> 



<Priority>0</Priority> 



<NextExecutionDate>2006-03-30T07:33:59.0000000+02:00</NextExecutionDate> 



<ProductAreas>Begivenheder</ProductAreas> 



<ProductDefinitions /> 



<Organisations /> 



<FindAreas>Bornholm</FindAreas> 



<FindCities /> 


<DaysSinceLastEdit /> 



<IncludeMetadata>false</IncludeMetadata> 



<IncludeImages>false</IncludeImages> 



<IncludeCaptions>false</IncludeCaptions> 



<LastChangeDate>2006-03-29T07:33:06.8900000+02:00</LastChangeDate> 



<LastChangeStatusCode>3</LastChangeStatusCode> 



<LastChangeText>Executed, data ready</LastChangeText>

</BatchRequest>
</batchRequests>
Password encryption

In order to encrypt the password for use in the webservice calls, the following algorithm and parameters must be used:

The GuideDK system uses the symmetrical AES-128 Rijndael algorithm with the following inputs:

Pass-phrase: 


"TiTgDkXpSk"
Salt-value: 


"GuIdEd@nK"
Hash-algorithm:      
"SHA1"     
Password iterations:
2



Init vector:


"@1B2c3D4e5F6g7H8"
Key-size:



128
Notice, that for security reasons, the “Pass-phrase” may be changed on short notice from GuideDK administration. The used encryption implementation should allow for that. Also notice, that the password may include any UTF8 encodable characters.
The following C# method will correctly encode a password for GuideDK usage. Do NOT use this algorithm with these exact parameters for any other purpose:
public static string EncryptPassword(string password_in_plaintext, string passPhrase)

{
// This algorithm is adapted from the free sample at http://www.obviex.com.
// and is included as sample for illustration purposes.

string   saltValue          = "GuIdEd@nK";        


string   hashAlgorithm      = "SHA1";             


int      passwordIterations = 2;                  


string   initVector         = "@1B2c3D4e5F6g7H8"; 


int      keySize            = 128;                





// Convert strings into byte arrays.


// Let us assume that strings only contain ASCII codes.


// If strings include Unicode characters, use Unicode, UTF7, or UTF8 


// encoding.


byte[] initVectorBytes = Encoding.ASCII.GetBytes(initVector);


byte[] saltValueBytes  = Encoding.ASCII.GetBytes(saltValue);


// Convert our plaintext into a byte array. Let us assume that plaintext contains UTF8-encoded characters.


byte[] plainTextBytes  = Encoding.UTF8.GetBytes(password_in_plaintext);


// Create an internal password from input


PasswordDeriveBytes password = new PasswordDeriveBytes(



passPhrase, 



saltValueBytes, 



hashAlgorithm, 



passwordIterations);

// Generate pseudo-random bytes for the encryption key.


byte[] keyBytes = password.GetBytes(keySize / 8);


// Create uninitialized Rijndael encryption object.


RijndaelManaged symmetricKey = new RijndaelManaged();


// It is reasonable to set encryption mode to Cipher Block Chaining (CBC) though our text normally is quite short. (a password)


// We use default options for other symmetric key parameters.


symmetricKey.Mode = CipherMode.CBC;        


// Generate encryptor from the existing key bytes and initialization 


// vector.


ICryptoTransform encryptor = symmetricKey.CreateEncryptor(



keyBytes, 



initVectorBytes);


// Define memory stream which will be used to hold encrypted data.


MemoryStream memoryStream = new MemoryStream();        


// Define cryptographic stream (always use Write mode for encryption).


CryptoStream cryptoStream = new CryptoStream(memoryStream, 



encryptor,



CryptoStreamMode.Write);


// Start encrypting.


cryptoStream.Write(plainTextBytes, 0, plainTextBytes.Length);


// Finish encrypting.


cryptoStream.FlushFinalBlock();


// Convert our encrypted data from a memory stream into a byte array.


byte[] cipherTextBytes = memoryStream.ToArray();


// Close both streams.


memoryStream.Close();


cryptoStream.Close();


// Convert encrypted data into a base64-encoded string.


string cipherText = Convert.ToBase64String(cipherTextBytes);


// Return encrypted string.


return cipherText;

}
Verification: The following sample passwords should be encoded as follows:

GuideDenmark
=  
yEUd2weI9eGGvua61ZjpwQ==
SamplePass

= 
FMtlWD9BAE9VmESAmLmXww==
D&m&v2S!13S
= 
zjS0bySgD3iQ80HiAFJZBA==
